
CyberPatriot – Windows Image Checklist

Team:_______________________________________________ Date: ______________

REMINDERS:  DO NOT Power Up Image until Team is ready Document everything you do
Shut down the image COMPLETELY when done “CyberPatriot” folder is off limits

        Read  readme   file:   □  Forensics Question(s)  1: □    2: □   3: □   4: □   5: □                                    

Settings
Update&Security

WindowsUpdate:    □
WindowsSecurity/Defender:    □

Accounts (OtherPeople):   □
Privacy:   □   

Apps:   □
(or System->Apps&Features)

Control Panel
System&Security

Security&Maintenance
UserAccountControl:   □  

SmartScreen:   □
(or in browser)   

WindowsFirewall:   □   

System
RemoteSettings:   □  

AdministrativeTools 
ComputerManagement

SharedFolders:   □  

LocalUsers&Groups:   □  

LocalSecurityPolicy:   □  

Services:   □  

TaskScheduler:   □  

Network&Internet
InternetOptions:   □  

Programs 
Programs&Features

UninstallOrChangeAProgram:   □  

WindowsFeatures:   □  

GroupPolicy (gpedit.msc):   □ 

TaskManager
Startup:   □ 

UserFolders:    □ 

BrowserHardening:   □ 

ApplicationUpdates:    □ 

CompanyPolicy 

InappropriateFiles/Applications:   □ 

Other:   □     ____________________________

Malware:   □ 

Other Items

Server…
Update required Service:   □ 

Disable unauthorized Services:   □ 


